The Battlefield in Your
Browser

Introduction to Client-Side Security
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Where Does the Code Run?

Server-Side: The "Kitchen" Client-Side: The "Dining

. Room"
A trusted, controlled environment

where the real work happens. An untrusted, public space where

users interact.
¢ Runs on web servers you

control o Executes in the user's browser
e Handles business logic and e Powers Ul and interactions
databases o Completely exposed to the user
e Manages authentication « Languages: HTML, CSS,
securely

JavaScript
e Languages: Python, Java,
Node.js

Client

Client

Network
(LAN,
WAN, etc)

Client—server model (architecture)
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The Golden Rule of Web Security

Never Trust the Client

This is the root of all client-side vulnerabilities. Everything that runs in
the browser can be manipulated by an attacker.

Client-side validation improves user experience, but provides zero security.
An attacker can bypass any JavaScript check by intercepting and modifying
the request before it reaches your server.

[ Example: A form validates age > 18 with JavaScript. An attacker
opens DevTools, changes the age value to 99, and submits. Your
server receives the fake data unless you validate it again on the
backend.
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Vulnerability #1: Cross-Site Scripting (XSS)

XSS occurs when an attacker injects malicious JavaScript into a trusted website. The victim's browser executes the script because
it appears to come from a site they trust.

How It Works Common Attack Goals

Attacker finds an input field that isn't properly sanitized o Steal session cookies and hijack accounts
(like a comment box or search bar). They inject a <script>

e Log keystrokes to capture passwords
tag containing malicious code.

e Deface websites or redirect users

e Spread malware or phishing links
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Vulnerability #2: Cross-Site Request Forgery (CSRF)

Tricking Your Browser into Unwanted Actions

CSRF forces an authenticated user's browser to send a forged HTTP request
to a website where they're logged in. The site processes the request
because it includes the user's valid session cookies.

Real-world scenario: You're logged into your bank. An attacker sends you a
link to a malicious site that contains a hidden form. When you visit, your
browser automatically submits a transfer request to your bank—using your
active session.

Think of it like this: An attacker tricks you into sending a pre-written, malicious letter in your own signed envelope. The recipient
trusts it because it has your signature.
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Other Client-Side Threats to Know

Clickjacking

An attacker overlays an invisible iframe on top of a legitimate button.
Users think they're clicking "Play Video" but they're actually clicking
"Transfer $1,000" on a hidden banking site beneath.

Client-Side Auth

Storing user roles like isAdmin = true in cookies or JavaScript is
dangerous. Attackers can simply open DevTools, change the value to
gain privileges, and bypass all your security checks.
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The Attacker's Toolkit

Browser Developer Tools Are Weapons

Every modern browser includes powerful debugging tools—originally built
for developers, but equally useful for attackers analyzing your defenses.

01

Set Breakpoints

Pause code execution at any line to examine what's happening

02

Inspect Variables

View and modify the values of any variable in real-time

03

Edit JavaScript

Change code on the fly to bypass client-side validation or logic

04

Monitor Network

Intercept, inspect, and manipulate all HTTP requests and responses
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Developer Defense: JavaScript Obfuscation

Hiding Code in Plain Sight

Obfuscation transforms readable JavaScript into cryptic, difficult-to-
understand code. It's used to protect intellectual property and make it
harder for attackers to find vulnerabilities in client-side logic.

Before Obfuscation

function validateUser(role) {
if (role ==="admin") {
return true;

}

return false;

}

After Obfuscation

var _0x2a4f=["admin'];(function(_0x4b5e,_0x2a4f}{var _0x5c3d=function(_0x1a2b)Xwhile(--_0x1a2b){_0x4b5e['push'](_0x4b5e['shift']
0);3};_0x5c3d(++_0x2a4f);}(0x2a4f,0x123));var _0x5c3d=function(_ 0x4b5e, 0x2a4f){return _0x2a4f[ 0x4b5e-=0x0];};function
validateUser(_0x1a2b){if( 0x1a2b===_0x5c3d('0x0")return true;return false;}
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Attacker Response: Deobfuscation

Obfuscated Code

Cryptic and hard to read for humans

B

Automated Tools

Beautifiers and deobfuscators reverse the process

Readable Again

Logic exposed and vulnerabilities visible

Obfuscation is not a security measure—it's a speed bump. Determined
attackers use automated deobfuscation tools or simply run the code in a
debugger to observe its behavior, regardless of how difficult it is to read.

() Remember: If code runs in the browser, an attacker can
understand it eventually. Design your security assuming the client-
side code is fully visible.
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Securing the Client-Side

The client is hostile territory. Every defense must assume attackers have full access to your JavaScript, can modify any request,
and will exploit every weakness.

—0— —0— —0—

Server-Side Validation Content Security Policy CSRF Tokens

Re-validate and sanitize all user input Implement CSP headers to control Use anti-CSRF tokens and SameSite
on the server. Never rely on client- which scripts can execute, blocking cookie attributes to prevent forged
side checks alone. most XSS attacks. requests.

HTTPOnNIly Cookies Keep Secrets Server-Side

Mark session cookies as HTTPOnly so JavaScript cannot Never store sensitive logic, authentication decisions, or

access them, mitigating XSS impact. secrets in client-side code.
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