SOC-L2 Lab1
Task 1:

Install Sysmon on your Windows machine and add this configuration file to it. After that,
perform any action such as executing the whoami command or running a process, etc.

Prove your work with screenshots.

Task 2

Based on the MITRE ATT&CK® framework, fill these boxes with the correct MITRE
technique IDs for the provided attack scenario.
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The most interesting PDB string is the “4113.pdb, ” whic ppears to reference CVE-J014-4113. This CVE is a local
kernel vulnerability that, with successful exploitation, would Sjve any user SYSTEM agcess on the machine

V-
The malware component, test.exe, uses the Windows Commandl"cm:l,exe" il w;—_:.a_-ﬁi"lto verify it is running
with the elevated privileges of "System” and creates persistence by creating the following scheduled task

schtasks /create /tn "mysc" /tr C:\Users\Public\test.exe /sc ONLOGON /ru "System” |

When glecuted, the malware first establishes a[SOCKSS5 connection to 192.157198.1032 using [TCP port 1913 The



https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon#configuration-files
https://github.com/SwiftOnSecurity/sysmon-config

